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UCIIOJB30BaHUE B KadyeCTBE CETEBOM HHPPacTpyKTypbl whiteboXx-KOMMYTaTOpPOB C
OTKPBITBIMU CETEBBIMU OIEpPALIMOHHBIMU cucTeMamu Ha 0ase cereBbix unnoB ASIC. lens
JAHHOM CTaThHM SIBJISIETCS: BBISIBIIEHHE OCOOCHHOCTEM 00pabOTKH ceTeBOro Tpaduka B
whitebox-koMMmyTatopax u pa3paboTka OOHIUMX PEeKOMEHJANUU JJIsi UX YCTpPaHCHHS.
Pe3ynbTaThl: BhIsIBIEHBI 0COOEHHOCTH M MPOOJIEMHBIE MecTa MpU 00pabOTKE CETEeBOTO

Tpaduka ¢ moMmoupo whitebox-koMMyTaTOpoB TpeThero ypoBHsi Ha 0aze ASIC, a Takxke



MPEJIOKEHBl O0IME PEKOMEHIAIMM JJIS TMPEAOTBpaIleHus cOOeB W OIIMOOK TIpH
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Abstract In modern control and information processing systems of aerospace aircraft, the
use of whitebox switches with open network operating systems based on ASIC network

chips as a network infrastructure is gaining popularity, thanks to which various network



functions become available, independence from network equipment manufacturers
appears. At the same time, the functioning of such devices and the principle of processing
network traffic have their own characteristics that should be taken into account when
operating white ABTOPEbox switches. The purpose of the study: to identify the features
of network traffic processing in whitebox switches and to develop some recommendations
for their elimination.

As a result, this article analyzes the hardware and software architecture of network
equipment, as a result of which it is revealed that the architecture of a network device
consists of a data transmission layer (Data plane) and a control plane. The Data plane layer
is represented by an ASIC network chip with SDK and SAI tools. The Control plane level
is represented by a CPU chip with a Kernel Routing (Linux) tool and a CLI. Also, as a
result of the operation of whitebox switches, such traffic processing features as the
desynchronization of Kernel Routing and ASIC, a violation of interface configuration
logic and a decrease in port throughput were revealed. To eliminate these shortcomings,
some recommendations have been developed, according to which, in order to successfully
process traffic in whitebox switches, it is necessary to control the interface configuration
on ASIC ingress pipelines, check the synchronization of Kernel routing Linux and ASIC.
To maintain the required packet throughput, it is necessary to monitor the correctness of
specifying egress interfaces and next-hop when processing traffic from input ports.
Keywords: future generation mobile networks, load balancing, network layers, network

connectivity, virtualised infrastructure, data networks
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Beenenue

B Hactosiiiee Bpemsi cereBasi UH(PpacTpyKTypa MOXKET cTpoutcst Ha 0aze whitebox-
KOMMYTAaTOPOB C OTKPBITBIMH CETEBBIMU OMEpallMOHHBIMU cucteMamu. Whitebox-
KOMMYTAaTOp TMPEJCTaBISIET COOOW OTKPBITOE CETEBOE YCTPOMCTBO C pa3feieHUuEM
MpOrPaMMHOTO U ammapatHoro oobecnedeHus. Takue ycTpoilcTBa paboTaloT Moj
yIpaBlI€HUEM ceTeBbhIX omnepannoHHbix cucteM (COC) - Habop mNporpaMMHBIX
KOMIIOHEHTOB JIJI1 YIPaBJICHUSI KOMMYTaTOpPAMHU U JIPYTUMHU CETEBBIMU YCTPOMCTBAMH C
UpoKol (HyHKIMOHATBLHOCTHIO Ha 0aze Linux - muctpudytuBoB. COC moxer paboTaTh
Ha Ppa3UYHBIX ammapaTHeIX IuiaT@opMax TocpenacTBoM crnenudukanun  Switch
Abstraction Interface (SAI), xotopas mO3BONSE€T OJHMM U TEM K€ MPOTPAMMHBIM
komrnoHeHTaM COC pabGotatb Ha pa3dUYHBIX anmapaTHbiX ycTpouicTBax. SAI
MOJJEPKMUBACT TYHHEIMPOBaHUE, yrpasieHue L3-mapuipytusanuei, HacTpouky QoS
(Quality of Service) u 1.1. Kox SAI otkpsiT (Hanucan Ha C).

JlaHHBI MOAXOA TO3BOJSIET M30ABUTCS 3aBUCHUMOCTH OT IPOU3BOJUTENEH
000pyIOBaHUs, CaMOCTOSITEILHO PEaM30BBIBATh CHEUUPUUYECKHE CETeBble (PYHKIUH, a
TaKke MNOBBIMATH 3PPEeKTUBHOCTL 00paboTku cereBoro Tpaduka [1, 2]. Oanako, npu
peanu3alu ceTeBOro o0opyIoBanus Ha 6aze whitebox-kommyTaTopoB U OTKpbITEIX COC
MOT'YT BO3HHUKATh OIIMOKU U CHI)KEHUE MPOU3BOIUTEIHLHOCTU CETEBOro 000pYyIOBaHUS

npu o0paboTku cereBoro Tpaduka. Takum 00pa3zom, HEOOXOAUMO BBIIBUTH BO3MOKHbBIE



«y3KH€» MecCTa TMpU peanu3alid CEeTeBOro oO0opynoBaHusi Ha ©Oa3ze whitebox-
KOMMYTaTOpoB U OTKpbITEIX COC miist 3a71a4 00pabOTKHU U Mepe/iladyu CeTeBoro Tpaduka.
APXHTEKTYpPa ceTeBOro 000pPy/10BaHUSA
VYrpolieHHas anmnapaTHas apXUTEKTypa CETeBOro oOOpyaoBaHUsI M300pakeHa Ha

puc. 1.
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PucyHnok 1 - YropoieHHas anmnapatHasi apXUTEKTypa CETEBOr0 000pyJ0BaHUS

ApXHTEKTYpa CETEBOTO YCTPOMCTBA COCTOUT U3 2X JOTHUYECKUX YPOBHEU — YPOBEHD
nepenaun aaHHbiXx (Data plane) u yposens ympasienus (Control plane). OcHOBHBIMU
3agadyamMu Data plane sBnseTcs ObicTpas 0o0paboTKa OOJIBIIOTO KOJHWYECTBA CETEBOTO
Tpaduka, HAACKHOCTh M IPOCTOTA JIOTUKM Ha OCHOBE TalJWIl, pa3dop 3arojiOBKOB
pPa3IMUHBIX YPOBHEW, BBHIOOP BBIXOJAHOTO TMOPTA, OMNPEAEIICHHE BBIXOAHOTO Habopa
3arojoBKoB, Oydepuzanus. B ocnoBe Data plane, kak mpasuno, nexut ASIC (Application
Specific Integrated Circuit) [3, 4] — wuHTerpajJibHasi MHKpPOCXE€Ma CIHEHHUAIBHOTO
Ha3HA4YeHUs C TnOpeaonpenenéHHbiM HabopoMm ¢ynkuuii Data plane, xoTopsle
BBINIONTHAIOTCSL anmapaTtHo. Control plane oTBewaeT 3a JIOTMKY pabOTBI CETEBOIO

YCTPOﬁCTBa JJIIs oOecrieueHusI B I[ElJIBHGfIIHCM BO3MOXKHOCTH IICpCAadr I1aKCTOB



(3amojHeHUe Ppa3NUYHBIX TaOJUIl, HaMpUMEpP, MapUIPyTU3AUU, OTPAOOTKY Ppa3TUUYHBIX
cinykeOHbIx mpoTokoiaoB ARP/STP/u mp.), ynpasmser ASIC, o0pabarbiBaeT TOJIBKO
cnykeOHbIi Tpaduk U uMeeT clnoxHyro Jjoruky. Control plane [5] ocHoBaH Ha
tpaguuuoHHbix CPU+RAM-+Flash, Ha KOTOpBIX peanu3yroTcs aJlrOpUTMbI CO CIOXKHOM
JIOTUKOM JJIs pealii3aliy Pa3InuHbIX CETEBBIX CEPBUCOB.

Jlnst ynpaBieHus anmapaTHOW 4YacTbi0 W MPEAOCTABJICHUS MOJIb30BaTEIBCKOTO
uHtepdeiica yctaHaBnuBalT ceTeByto onepanuonnyto cucremy (COC unu NOS) [6]. s
whitebox-kommyTaTopoB goctynubl OTKpbITbie COC Ha ocHoBe Linux. COC pomxHa
MMETh MOJHBIX HA0OP CETEBBIX (PYHKIMI J1Ji1 MPUMEHEHUSI HA PA3JIUYHBIX CETSIX CBS3U, B
TOM YHCJI€ U LIEHTPax 00pabOTKHU JIaHHBIX. 3a peaau3aluio Pa3InyHbIX CETEBBIX (PYHKIIMI
orBeyator network demons. Ilocne ycranoBku COC mnporpaMMmHo-anmnapaTHas

apXUTEKTypa CETEBOr0 YCTPOICTBA OyI€T UMETh BU/J, IOKa3aHHbBIN Ha pucC. 2.
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Pucynok 2 - YnpouieHHasi mporpaMMHO-aNIiapaTHasl apXUTEKTypa CETEBOrO

o0opynoBaHus



Ocob6ennoctu 3xcniyaranun whitebox-koMmmyTaTopoB TpeThero ypoBHs B
HH(POKOMMYHHUKAINIMOHHBIX CETAX

CereBoil Tpaduk NPUXOAUT HAa (U3UUYECKHE IOPTHI, KOTOpPhIE 00padaThIBAIOTCS
ASIC. Hanee, Bech Tpaduk noctymaetT Ha CPU mopT ¢ mpeaBapuTelbHO MPUCBOCHHOM
MeTkoil oT mpousBogutenss ASIC, B KOTOpoil ykazaHO C Kakoro (pu3M4ecKOro mopra
npuHAT AaHHbI nakeT. Control plane mpeacrasnena COC c npaiiBepom ASIC, kotopas
co3naer untepdeiicol (netlink) u mo tery ¢ Hardware ypoBHs pacnpeaesnsieT Tpaduk mo
cereBbIM uHTEpdeiicam. Taxxe B COC ectb ceteBbie aeMoHbI (mporieccsl COC, KoTophie
pabotatoT B (OHOBOM pexuMe 0e3 NpsSMOro YyyacTusl TMOJIb30BaTeNsi), KOTOpPHIE
oOpabateiBatoT ciyxeOubii Tpaguk (OSPF, BGP u T1.1.) u B3auMOIEUCTBYIOT C
(¢u3MYeCcKUMHU TOpTaMU 4epe3 HMHTEpPENChl ISl pealn3alud KOHKPETHBIX CETEBBIX
CEPBUCOB.

COC noruuecku COCTOUT UX ABYX Oonbiux obnactei: Linux-nogodnas OC u I10
ASIC. B Linux ectb cuctema netlink, kotopas ymnpasinsercs: uepe3 oudnunorexy libnl [7].
I[TIO ASIC ynpasnsiercs uepe3 SDK (moctaBnsercs npousBogutenem ASIC) [8, 9]. B
cBsi3u ¢ ocoOeHHocTsiMH  SDK  KaXXgoro mpou3BOAUTENS Il IPEAOCTaBICHUS
yuuduupoBannoro API nis ASIC ucnonb3ytor SAIL cTpykTypa KOTOpPOro mpeacTaBiieHa
Ha puc. 3.

OID 1

OID 2 OID 3

10.0.0.0/24
Virtual router| RIF1 p——>»{ Port1

Pucynok 3 - CtpykrypHas cxema SAI



SAI npencraBisier coboit Habop koMann (kmwou-3HaueHue). Buytpu ASIC ectb
onok Virtual router, xoTopbiii oTBewaeT 3a Bech L3 ¢dyHkuuonan. PaszpaboTumk c
noMomibio komana SAI co3gaer L3 unTepdeiic B Virtual router. s 3T0 HeoOXoauMo
co3nath MapupyT B ceTh 10.0.0.0 xoropast Oyner cBsi3bIBaTh C (U3UYECKUM MOPTOM.
brnoku SAI unentuduuupyrores OID (Object ID).

Pazbepem mnpomecc cosmanms L3 wunaTepdeiica. AaMUHUCTpATOp B KOMaHIHOU
ctpoke (CLI) mepexoauT B KOHGUTypallMOHHBIM pexuM u mnpucBauBaeT [P-ampec
unrepdeiicy. Ha ypoBue Linux mnosBuics unrepdeiic ¢ MAC-agpecom u direct-
MapuipytoM. [Ipu ucnonszoBanuu whitebox-KoMMyTaTOpoB BaXKHO CJIEIUTH 3a TOJHOU
cunxponnzanueil konpurypamuit ASIC u Linux — oHU TOJKHBI OBITH UAECHTUYHBIMU. B
SAI B virtual router co3maercss untepdeiic ¢ AByMs MapuipyTamud — OJUH JUIsl CaAMOTO
kommyTtaTopa (Ha CPU) ¢ mackoi 32 u BTOpoM 3akpemisieTcs: 3a (GU3UYECKUM MOPTOM
kommyTtaTopa. SDK ASIC cozmaer L3 wunrepdeiic B8 VLAN 4095. Takoit VLAN
MIPUMEHSIETCS C 1IeJIbI0 MTpeoTBpalieHus nepeceuenus tpapuka uz apyrux VLAN. VLAN
4095 sBnsiercst cmyxeOHbIM aiis co3fanusa L3 unrepdeiicoB [10]. Janee SDK coznmaer
BBIXOJIHOU (egress) mHTepdeiic U3 mopra M MapuipyT s 3TOr0 BhIXOJa. Tak Kak Mo
YMOJIYAHUIO y KOMMYyTaropa He Oynaer uHpopmanuu o next-hop kommyrtarope, TO OH
co3naer Mapuipyt Ha CPU moprt. Takum oOpa3om, Bcsi cxema ABUXKEHUS Tpaduka Ha
ypoBHe ASIC npencraBieHa Ha puc. 4.

Ingress xoHBeliep mopTa OCyIIECTBISET NAPCUHT (COOpP MO 3aJaHHBIM MapaMeTpam)
uHpOpMaIlMu M3 3aroJOBKOB IMAKETOB W MX comocTaBienne ¢ uH@opmarmeint Filed
Processor [11], FIB (tabnuua nist yckopeHHoi nepecbuiku naketoB) [12], ACL (cnucku

noctymna) [13] u 1.1., koTopas xpanutcsi B CAM unu TCAM Ttabnunax.
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Pucynok 4 - Cxema nBuxenus tpaduka Ha ypoBae ASIC

Hanpumep, B Omoke Filed Processor (Tabnuiia 3amuce uisi COMOCTaBIICHUS
CITY>K€OHBIX MPOTOKOJIOB, B KOTOPOM YTEHHUE MPOUCXOJUT MOCIEAOBATEIBLHO) MOTYT OBITh
3anucu o mpotokonax ARP [14] u ICMP [15]. [lo noruke paborst TCP/IP, mone ¢
undopmareit ARP gomxHo ObITh Bbille, yeM nolie ¢ uHpopmanueit ICMP u kakoi-nn6o
npyroii uHpopmauuu. Ho okasbiBaeTcs, 4To B cTaHgapTHoil peanuzanuu ASIC
OonpirHCcTBAa Whitebox-koMMyTaTOpoB nepBbIM npasBuiioMm B Osoke Filed Processor uaer
MpaBUJIO, COINIACHO KOTOpoMy broadcast Tpaduk pomxeH OJOKUpOBaThCS. Takum
obpazom, B Osoke Filed Processor ASIC mudopmarnus u3 3aroigoBka IakeTa cHadaiga
COTOCTaBJISIETCS C MPaBUIIOM O 3ampeTe broadcast Tpadguka. Eciau Ha 3TOT mOpT NpUXOIUT
3ampoc ping, To comocrasieHue ¢ npasuioM ICMP npoucxonute He OyAeT, T.K. 3TOT
3anpoc OyAeT 3a0JOKUpPOBAH MpaBUIOM Bbiie. JlJisi ycTpaHeHHst JaHHOW MpPoOJieMbl
HEO0OXO0JIMMO HACTPOUTH MpHopUTeT NpoTokoaoB ARP u trap uepe3 Control Plane Policing
[16]:

switch1# show running-configuration

copp-action queue4_group?2

set trap-action copy



set trap-queue 4

set trap-priority 4

class arp priority 0
set copp-action queued_group2

[locne yctpaHeHus maHHOW NHPOOJIEMBI KOMMYTAaTOp CMOXKeT npuHuMmatb ARP
naketel. [locme »toro B Kernel routing mnosiBasiercss wundopmanus o next hop
(uadopmanuio o cienytomeMm nopty B Mapuipyre u ero MAC anpec). Tenepb HYXKHO
cuHxponusupoBath nH@opmaruio u3z Kernel routing Linux ¢ ASIC. [Ins atoro yepe3 SAI
HeoOxouMo 100aBuTh cocena (neighbor). ITocne ywero SDK ASIC co3naer mapuipyT A0
HY’KHOTO BbIXOAHOrO mopTa. Torma monHast cxema otnpaBku ARP-orBeta Oyner

BBITJIAJIETH CIEAYIOIUM 00pa3oM:

Kernel routing (Linux)
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Pucynok 5 - Cxema ornpaBku ARP-otBeTa
Teneps yepe3 CLI MoxxHO co3nath MapuipyT koManaou ip route. Ilocne nmpoBepku

(show ip route) momkeH MOSBUTHCA BBEACHHBIN MaplIpyT B HYXHYIO ceTh. SAI co3maer



MapuipyT g0 next hop Hyxnoro mopra u SDK nobGaBnser MapuipyT depe3 MOpT,
co3naHHbIi paHee. [locie 3Toro ping Mex1y KOMMYTaTOpaMH JI0JKEH 3apadoTaTh.
Coyctst BpemMsi MOTYT MHOSIBUTBhCSL cOou. YacTh ping 3ampocoB (HE BCE 3ampochl)
MOTYT OBITh MOTEPSHBI. DTO MOXET OBbITh CBA3AaHBI CO BPEMEHEM HEAKTHUBHOU pabOThI
neighbor. Tpaduk kakoe-To BpeMs He nepeaaBalcsa uepe3 AaHHbIN neighbor u 3amuck ip
neighbor [17] nometunacey kak HeakTuBHasi (STALE). Takum oGpazom, B ASIC ymuia
KOMaHJa Ha yjaalieHue egress uHTepdeica. Jlis mpegoTrBpalieHuss TakoW CUTyaluu
pekoMmeHayeTcs nepuoandecku orpapiatb ARP 3ampocsl 10 next-hop (ARP-3anpocsl no

Taiimepy 110 90 cekyHn).

Control plane

Pucynok 6 - Cxema asuxenus uepe3 CPU nopt u B 00xoa CPU nopra
Taxxe B whitebox-koMMyTaTopax MOKET HAOMIOJATbCA Takas MpoOJieMa, Kak
MOHMXKEHHUE CKOpOCTH Tpaduka, Hanmpumep, Ha 25G mopty no 10G. Takas cutyanus
MOXET BO3HUKHYTh, €Clu OyAeT yKa3aH HEBEpPHBIM MapuipyT a0 egress HHTepdelica.
Tpaduk, npuas Ha MOPT, MOXET oTmnpaBisiThcs B Linux uepe3 CPU mopt (puc. 6),

KOTOPBIM OTpaHMYEH MO MPOMYCKHOM cmocoOHOCTU. Takum oOpazom, Impu OMIMOOYHOM



yKa3zaHUM egress uHTepdeiica Ha ToT, KoTopsld BeaeTr B CPU mopT, MOXET BO3ZHUKHYTb
OTpaHUYCHHE [0 NPOMYCKHON cmocoOHocTH Tpaduka. Ilpu oTiaake KoMMyTaropa

HEOOXOIUMO CIICIUTH 3a MPABWJIBHOCTHIO BCeX next-hop u ux )KU3HECTIOCOOHOCTHIO.

3akioueHue

B paHHOW cTaTbe NPOBENECH AaHAINW3 anmapaTHOW M MPOrPAMMHO-ANNapaTHOU
apXUTEKTYphl CETEBOTO OOOpYyAOBaHUS, B pE3yjbTaTe KOTOPOTO BBISIBICHO, YTO
apXUTEKTypa CETEBOTO YCTPOMCTBA COCTOMT ypoBHs mnepeaaun naHHbix (Data plane) u
ypoBHs yrpasinenus (Control plane). Yposens Data plane mpeactaBiieH CETEBBIM YUIIOM
ASIC c unctpymentamu SDK u SAIL Yposens Control plane npeacrasien uunom CPU c
unctpymentoM Kernel Routing (Linux) u CLI. Takxe B pe3ysbrare 3KCIUTyaTaldu
whitebox-KoMMyTaTOpoB ObUIH BBISBICHBI TakKhe OCOOCHHOCTH 00paOOTKH Tpaduka, Kak
paccunxponu3zanus Kernel Routing u ASIC, Hapy1ieHue JOTuKU HaCTPOMKU UHTEpPEHCoB
U TIOHWXKEHHUE TMPOMYCKHOW CIOCOOHOCTHM mMOpTOB. Jljisi yCcTpaHEHHs YKa3aHHBIX
HEJIOCTATKOB pa3paboTaHbl METOJIUYECKHUE PEKOMEHIAIUU, COTJIACHO KOTOPBIM IS
ycremHoro  oopabotku  Tpapuka B whitebox-koMmMyTaTopax =~ HEOO0XOIMMO
KOHTPOJIMPOBaTh HACTPOilKy uHTep(eiica Ha ingress koHBeiepax ASIC, mpoBepsTh
cunxponuzauuio Kernel routing Linux m ASIC. Jlna noaepkaHus HeOOXOAMMOU
MPOMYCKHOM CHOCOOHOCTHM MAaKETOB HEOOXOJUMO KOHTPOJIUPOBATH MPABUIBLHOCTH

yKa3aHus egress uHtepdeiicoB u next-hop npu odpadboTke Tpaduka ¢ BXOAHBIX MOPTOB.



Cnncok HCTOYHHKOB

1. Tajammal M.B., Durad H., Igbal R.N. Secure Switch Development using Open
Network Linux on Bare Metal Switch, Development of Network Operating System for
Bare Metal Switches (Nos) // VFAST Transactions on Software Engineering, 2020, vol. 8,

no. 1, pp. 43-54. DOI: 10.21015/vtse.v8i1.575

2. Gupta K. et al. ASIC: Aligning sparse in-the-wild image collections // Proceedings
of the IEEE/CVF International Conference on Computer Vision, 2023, pp. 4134-4145.

DOI: 10.1109/ICCV51070.2023.00382

3. Saquetti M. et al. A Terabit Hybrid FPGA-ASIC Platform for Switch Virtualization
// 2021 IEEE Computer Society Annual Symposium on VLSI (ISVLSI), IEEE, 2021, pp.

73-78. DOI: 10.1109/ISVLSI51109.2021.00024

4. Wang S. et al. Making multi-string pattern matching scalable and cost-efficient with
programmable switching asics / IEEE INFOCOM 2021-IEEE Conference on Computer

Communications, IEEE, 2021, pp. 1-10. DOI: 10.1109/INFOCOM42981.2021.9488796

5. Fang J. et al. TB-TBP: a task-based adaptive routing algorithm for network-on-chip
in heterogenous CPU-GPU architectures // The Journal of Supercomputing, 2024, vol. 80,

no. 5, pp. 6311-6335. DOI: 10.1007/s11227-023-05700-7

6. Blocher M. et al. Switches for HIRE: Resource scheduling for data center in-
network computing // Proceedings of the 26th ACM International Conference on
Architectural Support for Programming Languages and Operating Systems, 2021, pp. 268-

285. DOI: 10.1145/3445814.3446760




7. Von Arnim C. et al. Updating the Linux TAPRIO Scheduler in Deterministic Time

// 2022 IEEE 27th International Conference on Emerging Technologies and Factory

Automation (ETFA), IEEE, 2022, pp. 1-7. DOI: 10.1109/ETFA52439.2022.9921594

8. Ejjeh A., Adve V., Rutenbar R. Studying the potential of automatic optimizations in
the Intel FPGA SDK for OpenCL // arXiv preprint arXiv:2201.03558, 2022.

9. Deierling K. NVIDIA's Resource Transmutable Network Processing ASIC // 2023
IEEE Hot Chips 35 Symposium (HCS), IEEE Computer Society, 2023. pp. 1-14. DOI:

10.1109/HCS59251.2023.10254697

10.  Gentile A.F., Fazio P., Miceli G. A Survey on the Implementation and Management
of Secure Virtual Private Networks (VPNs) and Virtual LANs (VLANSs) in Static and
Mobile Scenarios // Telecom—MDPI, 2021, vol. 2, no. 4, pp. 430-445. DOI:

10.3390/telecom2040025

11.  Suresh P. et al. Field-programmable gate arrays in a low power vision system //
Computers &  Electrical Engineering, 2021, vol. 90, pp. 106996. DOI:

10.1016/1.compeleceng.2021.106996

12.  Rosa E.C., de Oliveira Silva F. A review on recent NDN FIB implementations for
high-speed switches // International Conference On Advanced Information Networking
and Applications. Cham: Springer International Publishing, 2022, vol. 3, pp. 288-300.

DOI: 10.1007/978-3-030-99619-2_28

13.  Amin R. et al. Auto-configuration of ACL policy in case of topology change in
hybrid SDN // IEEE  Access, 2016, vol. 4, pp. 9437-9450. DOI:

10.1109/ACCESS.2016.2641482




14.  Bruschi D., Ornaghi A., Rosti E. S-ARP: a secure address resolution protocol // 19th
Annual Computer Security Applications Conference, Proceedings IEEE, 2003, pp. 66-74.

DOI: 10.1109/CSAC.2003.1254311

15. Huang J. et al. Adjusting packet size to mitigate TCP incast in data center networks
with COTS switches // IEEE Transactions on Cloud Computing, 2018, vol. 8, no. 3, pp.

749-763. DOI: 10.1109/TCC.2018.2810870

16. Deri¢ N. et al. Towards Understanding the Performance of Traffic Policing in
Programmable Hardware Switches // 2021 IEEE 7th International Conference on Network
Softwarization (NetSoft), IEEE, 2021, pp. 70-78. DOILI:

10.1109/NetSoft51509.2021.9492560

17.  Ning B. et al. Collective behaviors of mobile robots beyond the nearest neighbor
rules with switching topology // IEEE transactions on cybernetics, 2017, vol. 48, no. 5, pp.

1577-1590. DOI: 10.1109/TCYB.2017.2708321

18. Wu D. et al. Accelerated service chaining on a single switch ASIC // Proceedings of
the 18th ACM Workshop on Hot Topics in Networks, 2019, pp. 141-149. DOI:

10.1145/3365609.3365849

19. Monika B.K., Amaresha S.K., Yellampalli S.S. ASIC implementation of switch
architecture used in NoC // 2017 International Conference On Smart Technologies For
Smart Nation (SmartTechCon), IEEE, 2017, pp. 758-761. DOI:

10.1109/SmartTechCon.2017.8358473

20. Piasetzky Y. et al. Switch asic programmability in hybrid mode // 2018 IEEE 26th
International Conference on Network Protocols (ICNP), IEEE, 2018, pp. 448-449. DOI:

10.1109/ICNP.2018.00067




21. Zhang L.L. et al. A scheduler ASIC for a programmable packet switch // IEEE

Micro, 2000, vol. 20, no. 1. pp. 42-48. DOI: 10.1109/40.820052

22. Myparuaes C.C., BoakoB A.C., Maprapsu P.A., baxtun A.A. Pa3paGotka
aganTuBHOM Bepcum mpotokosia mapuipytuzainuu OLSRv2 B cetssx MANET // Tpyast

MAUN. 2022. Ne 123. URL: https://trudymai.ru/published.php?ID=165556. DOI:

10.34759/trd-2022-123-13

23. baxtuan A.A., BoakoB A.C., ComnoakoB A.B., CsupumoB MN.A. Cucrema
pacrio3HaBaHMsl MOJYJSILIMA CUTHAJIOB HAa OCHOBE HEHPOHHOM CETH C HUCIOIb30BaHUEM
IJINC // Tpynbl MAM. 2021. Ne 121. URL:

https://trudymai.ru/published.php?ID=162660. DOI: 10.34759/trd-2021-121-13

References

l. Tajammal M.B., Durad H., Igbal R.N. Secure Switch Development using Open
Network Linux on Bare Metal Switch, Development of Network Operating System for
Bare Metal Switches (Nos), VFAST Transactions on Software Engineering, 2020, vol. 8,

no. 1, pp. 43-54. DOI: 10.21015/vtse.v8i1.575

2. Gupta K. et al. ASIC: Aligning sparse in-the-wild image collections, Proceedings of the
IEEE/CVF International Conference on Computer Vision, 2023, pp. 4134-4145. DOI:

10.1109/ICCV51070.2023.00382

3. Saquetti M. et al. A Terabit Hybrid FPGA-ASIC Platform for Switch Virtualization,
2021 IEEE Computer Society Annual Symposium on VLSI (ISVLSI), IEEE, 2021, pp. 73-

78. DOI: 10.1109/ISVLSI51109.2021.00024




4. Wang S. et al. Making multi-string pattern matching scalable and cost-efficient with

programmable switching asics, I[EEE INFOCOM 2021-IEEE Conference on Computer

Communications, IEEE, 2021, pp. 1-10. DOI: 10.1109/INFOCOM42981.2021.9488796
5. Fang J. et al. TB-TBP: a task-based adaptive routing algorithm for network-on-chip in
heterogenous CPU-GPU architectures, The Journal of Supercomputing, 2024, vol. 80, no.

5, pp.- 6311-6335. DOI: 10.1007/s11227-023-05700-7

6. Blocher M. et al. Switches for HIRE: Resource scheduling for data center in-network
computing, Proceedings of the 26th ACM International Conference on Architectural
Support for Programming Languages and Operating Systems, 2021, pp. 268-285. DOI:

10.1145/3445814.3446760

7. Von Arnim C. et al. Updating the Linux TAPRIO Scheduler in Deterministic Time,
2022 IEEE 27th International Conference on Emerging Technologies and Factory

Automation (ETFA), IEEE, 2022, pp. 1-7. DOI: 10.1109/ETFA52439.2022.9921594

8. Ejjeh A., Adve V., Rutenbar R. Studying the potential of automatic optimizations in the
Intel FPGA SDK for OpenCL, arXiv preprint arXiv:2201.03558, 2022.

9. Deierling K. NVIDIA's Resource Transmutable Network Processing ASIC, 2023 I[EEE
Hot Chips 35 Symposium (HCS), IEEE Computer Society, 2023. pp. 1-14. DOI:

10.1109/HCS59251.2023.10254697

10. Gentile A.F., Fazio P., Miceli G. A Survey on the Implementation and Management of
Secure Virtual Private Networks (VPNs) and Virtual LANs (VLANSs) in Static and Mobile
Scenarios, Telecom—MDPI, 2021, vol. 2, no. 4, pp. 430-445. DOI:

10.3390/telecom2040025




11. Suresh P. et al. Field-programmable gate arrays in a low power vision system,
Computers & Electrical Engineering, 2021, vol. 90, pp. 106996. DOI:

10.1016/1.compeleceng.2021.106996

12. Rosa E.C., de Oliveira Silva F. A review on recent NDN FIB implementations for
high-speed switches, International Conference On Advanced Information Networking and
Applications. Cham: Springer International Publishing, 2022, vol. 3, pp. 288-300. DOI:

10.1007/978-3-030-99619-2_28

13. Amin R. et al. Auto-configuration of ACL policy in case of topology change in hybrid

SDN, /EEE Access, 2016, vol. 4, pp. 9437-9450. DOI: 10.1109/ACCESS.2016.2641482

14. Bruschi D., Ornaghi A., Rosti E. S-ARP: a secure address resolution protocol, 7/9th

Annual Computer Security Applications Conference, Proceedings IEEE, 2003, pp. 66-74.

DOI: 10.1109/CSAC.2003.1254311

15. Huang J. et al. Adjusting packet size to mitigate TCP incast in data center networks
with COTS switches, IEEE Transactions on Cloud Computing, 2018, vol. 8, no. 3, pp.

749-763. DOI: 10.1109/TCC.2018.2810870

16. Peri¢ N. et al. Towards Understanding the Performance of Traffic Policing in
Programmable Hardware Switches, 2021 IEEE 7th International Conference on Network
Softwarization (NetSoft), IEEE, 2021, pp. 70-78. DOI:

10.1109/NetSoft51509.2021.9492560

17. Ning B. et al. Collective behaviors of mobile robots beyond the nearest neighbor rules
with switching topology, IEEFE transactions on cybernetics, 2017, vol. 48, no. 5, pp. 1577-

1590. DOI: 10.1109/TCYB.2017.2708321




18. Wu D. et al. Accelerated service chaining on a single switch ASIC, Proceedings of the
18th ACM Workshop on Hot Topics in Networks, 2019, pp. 141-149. DOI:

10.1145/3365609.3365849

19. Monika B.K., Amaresha S.K., Yellampalli S.S. ASIC implementation of switch
architecture used in NoC, 2017 International Conference On Smart Technologies For
Smart Nation (SmartTechCon), IEEE, 2017, pp. 758-761. DOI:

10.1109/SmartTechCon.2017.8358473

20. Piasetzky Y. et al. Switch asic programmability in hybrid mode, 2018 IEEE 26th
International Conference on Network Protocols (ICNP), IEEE, 2018, pp. 448-449. DOI:

10.1109/ICNP.2018.00067

21. Zhang L.L. et al. A scheduler ASIC for a programmable packet switch, IEEE Micro,

2000, vol. 20, no. 1. pp. 42-48. DOI: 10.1109/40.820052

22. Muratchaev S.S., Volkov A.S., Margaryan R.A., Bakhtin A.A. Trudy MAI, 2022, no.

123. URL: https://trudymai.ru/eng/published.php?ID=165556. DOI: 10.34759/trd-2022-

123-13

23. Bakhtin A.A., Volkov A.S., Solodkov A.V., Sviridov LLA. Trudy MAI, 2021, no. 121.

URL: https://trudymai.ru/eng/published.php?ID=162660. DOI: 10.34759/trd-2021-121-13

Cratps noctynuna B peaakuuto 06.05.2024

Ono6pena mocine perensupoBanus 15.05.2024

[IpunsTta x nyonukanuu 27.06.2024

The article was submitted on 06.05.2024; approved after reviewing on 15.05.2024;
accepted for publication on 27.06.2024



